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Some background

Chpt 4 – “IoT Systems – Systems Seams & 
Systems Socialization”

http://longtailrisk.com

Book Release July 2019: Managing IoT 
Systems for Institutions & Cities
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IoT Systems are different from traditional enterprise IT  -- 6 differences

1. Scale
a. Raw number of networked, computing devices
b. Rate of growth of number of these devices

2. Variation Many types of devices. Difficult to categorize & classify
a. Many types of devices – non-obvious risk buckets
b. Many types of components within devices

3. Lack of language to discuss these systems with institutional leadership
a. Both ROI & Cybersecurity / cyber risk
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4. IoT Systems span multiple organizations within an institution

5. Devices can be out of sight, out of mind

6. Lack of precedent for implementation
a. As an industry/sector, we’re not good at it 

IoT Systems are different from traditional enterprise IT  -- 6 differences
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Can we manage what we own?
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~ 25,000 in 5 years @ 20% growth

~ 62,000 in 10 years @ 20% growth

If institution starting @ 
10,000 devices today 

~ 45,000 in 5 years @ 35% growth

~ 201,000 in 10 years @ 35% growth

Reminding ourselves of what exponential growth looks like --
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Many different orgs/departments, 
vendors/contractors involved in IoT 
Systems …

Means even higher number of 
relationships between them to be 
managed (or costs/consequences of 
not managing them)

# of orgs/vendors # of relationships

2 1

3 3

4 6

5 10

6 15

7 21

… …

Planning/Budgeting … 
Finance …

CISO, Risk, Compliance …

Organizational spanning
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Shodan.io

Censys.io



Sort of typical return from Shodan query

Some 
location 
info:

(vulnerability list cropped off here) (additional port/service information cropped off here)

Some open ports & 
services – SSH & 2 web 
ports, in this case



search term “lenel”
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approx 50 of these



Some open ports & 
services – 1000+
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Some instances & ports returned with search term “lenel”
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?

server: Lenel Embedded Web Server/8373

• This is what the service is reporting 
– don’t know if Lenel or not

• But even if Lenel, could have been 
configured poorly
• By client/customer or
• 3rd party integrator

IP address

Business:
Jo-ann Stores

Approx 50 of 
these 
addresses
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Another example
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“To login, the User ID required when 
prompted is iCAM7000. The Password is 
iris7000”
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Default username & password from 
Google
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Examples of other devices found on some Higher Ed networks

Classroom AV – no password, unencrypted access –
able to configure device, download logs, …

Open for configuration --
Remotely controls infrared 
devices over internet – no 
password – infrared control 
of what … ? 

+ many printers …

Remote power switching 
unit – open for configuration

Lab automation & 
environmental control
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465,000 devices needed in 
place firmware update

Some historical outcomes …

2008 Turkish pipeline hack (via network video cameras)

2015 Jeep hack

‘Mirai’ 2016
(krebsonsecurity.com)

Unnamed University attacked via on campus IoT 
devices
(from Verizon Data Breach Digest 2017)

• Campus domain name servers (DNS) attacked 
causing slowdowns & outages

• Over 5,000 devices used to attack
• Malware had full device control
• Malware changed passwords so that IT support 

was locked out

• “We had known repeatable processes and 
procedures for replacing infrastructure and 
application servers, but nothing for an IoT 
outbreak.”

• Attacks were coming from the university’s IoT 
network segments

• Default credentials were on many of the devices

• Vending machines, light bulbs, other used in 
attack
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Evaluating IoT system implementation success
by measuring --

•ROI
• Does the system do what we thought it would for the actual incurred & 

ongoing cost?
• Did we underestimate the work required to manage?

•Cyber risk profile
• Did we make things worse in the course of implementing the system?
• Did we increase the attack surface?
• Did we underestimate the work required to manage?
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Higher Ed client/customer –

has high expectations for 
thorough & thoughtful 
system deployment
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-- Desired state --

Vendor/provider –

has high expectations for 
thorough & thoughtful 
system deployment

Both have expectations for 
thorough & thoughtful 
system deployment



Cultures in Collision – Creates Opportunity

Traditional 
skilled 
trades/shops, 
engineering

Traditional IT
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“Culture eats strategy for breakfast”
Peter Drucker

• Tradition/history
• Perceptions of time
• Perceptions of change
• Language

• Tradition/history
• Perceptions of time
• Perceptions of change
• Language



Partnerships essential.  Some current examples include:

-- Advanced metering team with Facilities
-- Central IT Reporting & Analytics 
-- Facilities Critical Infrastructure
-- Network Segmentation 
-- Procurement
-- Research 
-- More coming up
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IoT Systems on Campus



Questions/Comments ?

cabenson@uw.edu
cabenson361@gmail.com
http://longtailrisk.com

@cabenson361
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